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2132 





-- ThB MAILING DATE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- tf the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered t'mely. 

- [f NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )I3 Responsive to communicatjon{s) filed on 30 May 2001 . 
2a)n This action is FINAL. 2b)S This action is non-final. 

3) 0 Since this application is in condition for allowance except for fonmal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parfe Quayle, 1935 CD. 11, 453 O.G. 213. 

Disposition of Claims 

4) 13 Claim(s) 1-18 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) \3 Claim(s) is/are allowed. 

6) M Claim(s) 1-18 is/are rejected. 
?)□ Claim(s) is/are objected to. 

8) 0 Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) 0 The specification is objected to by the Examinerj^^c^?.t>odje^ /tA^ .^^^-Z^i^^td^t- -Cy^e^ /5^> 0(smcU . 

10) 0 The drawing(s) filed on is/are: a)n accepted or b)n objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

11) 0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12) n Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or(f). 
a)n All b)n Some * c)^ None of: 

1 .□ Certified copies of the priority documents have been received. 

2.n Certified copies of the priority documents have been received in Application No. . 



30 Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 
See the attached detailed Office action for a list of the certified copies not received. 



Attach ment(s) 

1 ) K Notice of References Cited (PTO-892) 4) □ Interview Summary (PTO-413) 

2) □ Notice of Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. . 

3) □ Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) □ Notice of Informal Patent Application (PTO-152) 

Paper No(s)/Mail Date . 6) □ Other: . 



U.S. Patent and Trade marit Office 
PTOL-326 (Rev. 1-04) 



Office Action Summary 
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DETAILED ACTION 



Claim Rejections - 35 USC § 102 



(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

Claims 1-18 are rejected under 35 U.S.C. 102(e) as being anticipated by Munger 
(6,502,13581). 

Clainn 1 : Munger teaches connmuni eating over the internet using routers or 
servers using IP protocols to send nornrial-looking IP packet messages called TARP 
packets where the TARP packet contains a destination address (col. 7, lines 40-58), an 
encryption key used for encrypted communication between the end points (terminals or 
routers) of a single link in the chain of hops connecting the original terminal and the 
destination terminal (col, 7, lines 59-65), routers and terminals may be corrected at any 
time by a router or terminal using a Lookup Terminal (col. 8, lines 58-61) where the 
table acts as a memory for the addresses to the modules, and to identify the link key, 
and to identify the link key needed to decrypt the outer layer of encryption of a packet 
where a receiving routing terminal may identify the transmitting terminal by the sender 
field (col. 8, lines 1-15) 

Claim 2: Further, Munger teaches each router would determine whether it should 
foHA/ard the packet to another router or the destination terminal where the router may 
identify the link key by the sender field (col. 8, lines 22-29). 
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Claim 3: Further, Munger teaches each router would determine whether it should 
forward the packet to another router or the destination terminal where the router may 
identify the link key by the sender field (col. 8, lines 22-29), 

Claim 4: Further, Munger teaches firewalls for the protection of unauthorized 
access (col. 2, lines 51-63), receiving normal packets, and generate from these packets 
passed up to the Network (IP) layer (col. 11, lines 4-18). 

Claim 5: Further, Munger teaches six nodes on an Ethernet and the network is 
to be split up into two private virtual networks with two sets of hardware addresses: one 
set for the VPN and a second set for the second VPN (col. 23, lines 1 1-20). 

Claim 6: Further, Munger teaches a gatekeeper facilitates the allocation and 
exchange of information needed to communicate securely, such as using hopped IP 
addresses by using a secure communication function such as an IP hopping function 
(col. 38, lines 53-60). 

Claim 7: Further, Munger teaches the packets have IP protocols in the case of 
IPSEC (col. 40, lines 61-64). 
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Claim 8: Further, Munger teaches a packet filter rejecting hostile packets where 
hostile packets that match a header will be rejected when the VPN software attempts to 
decrypt the header (col. 30, lines 53-67 and col. 30, lines 26-28). 

Claim 9: Further, Munger teaches a small percentage of hostile packets that 
pass the fast packet filter will be rejected when matching pairs are not found in the 
active window or are active checkpoints (col. 30, lines 60-65). 

Claim 1 0: Munger teaches communicating over the Internet using routers or 
servers using IP protocols to send normal-looking IP packet messages called TARP 
packets where the TARP packet contains a destination address (col. 7, lines 40-58), six 
nodes on an Ethernet and the network is to be split up into two private virtual networks 
with two sets of hardware addresses: one set for the VPN and a second set for the 
second VPN (col. 23, lines 11-20), regulating incoming packets by limiting the rate at 
which a transmitter can be synchronized with a receiver (col. 20, lines 6-10), and to 
identify the link key, and to identify the link key needed to decrypt the outer layer of 
encryption of a packet where a receiving routing terminal may identify the transmitting 
terminal by the sender field (col. 8, lines 1-15). 

Claim 1 1 : Further, Munger teaches incoming addresses can be used as indices 
into a long vector, making comparisons fast and as new addresses are generated the 
presence vector is updated to reflect the information (col. 30, lines 28-33). 
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Claim 12: Further, Munger teaches six nodes on an Ethernet and the virtual 
private network is to be split up into two private virtual networks with two sets of 
hardware addresses: one set for the VPN and a second set for the second VPN (col. 
23, lines 11-20), 

Claim 13: Further, Munger teaches the decomposed address portions must 
match all four shorter presence vectors before further processing is allowed (col. 30, 
lines 41-67). 

Claim 14: Further, Munger teaches a small percentage of hostile packets that 
pass the fast packet filter will be rejected when matching pairs are not found in the 
active window or are active checkpoints (col. 30, lines 60-65). 

Claim 15: Munger teaches an algorithm governs the sequential selection of IP- 
address pairs; one sender and one receiver IP address (col. 15, lines 27-31 ), the 
combination of the algorithm, seed, and IP address block will be called a hopblock 
where the send address and receive address of the IP header of each outgoing packet 
are filled with the send and receive IP addresses generated by the algorithm (col. 15, 
lines 27-35), a request is received by proxy server which checks its rules and 
determines that not VPN is needed (col. 39, lines 61-66), the gate keeper has a rule to 
make a VPN which is established between the client and the requested target where the 
gatekeeper would provide the address of the destination to the proxy (col. 39, lines 42- 
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52), and six nodes on an Ethernet and the network is to be split up into two private 
virtual networks with two sets of hardware addresses: one set for the VPN and a second 
set for the second VPN (col. 23, lines 1 1-20), and the proxy server would receive the 
client's request and forward it to gatekeeper. Gatekeeper would determine that no 
special VPN was needed, but that the client was not authorized to communicate with 
non-VPN members. The gatekeeper would reject the request, causing the proxy server 
to return an error message to the client, (col. 40, lines 4-13) 

Claim 16: Further, Munger teaches the proxy server would receive the client's 
request and forward it to gatekeeper. Gatekeeper would determine that no special VPN 
was needed, but that the client was not authorized to communicate with non-VPN 
members. The gatekeeper would reject the request, causing the proxy server to return 
an error message to the client, (col. 40, lines 4-13) 

Claim 17: Further, Munger teaches when matching pairs are not found in the 
active window or are active checkpoints that hostile packets are rejected. Hostile 
packets that match a header will be rejected when the software attempts to decrypt the 
header, (col. 30, lines 61-67 and col. 40, lines 1-3) 



Claim 18: Further, Munger teaches access to secure site has been requested, 
the proxy determines whether the user has sufficient security privileges to access the 
site, proxy transmits a message to gatekeeper requesting that a virtual private network 
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be created, the gatekeeper creates hopblocks to be used by the computer and secure 
target site for secure communication, the gatekeeper communicates these to user 
computer, proxy returns to user computer the resolved address passed to it by the 
gatekeeper using a secure administrative VPN. (col. 38, lines 23-42) 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Todd M Jack whose telephone number is 703-305-1027. 
The examiner can normally be reached on M-Th, alternate Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Albert Decady, can be reached on 703-305-9595. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Conclusion 




Todd Jack 
Art unit 21 33 
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Primary Examiner 
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